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Beware YouTube 
and Friendster 
IBYNURAZLIN~IOHAMED thah just reading tradecraft manuals to Y A S ~  

FOR THE STRAITS TIhES launch an actual terrorist attack. 

R 
Second, South-east Asian websites do 

ECENT developrfients on not produce their own original material. 
~ ~ ~ t h - ~ ~ ~ twebsites The main radical activities still take place Asian 
have caused quite a stir on Arabic websites. Because the main 
among researchers of extrem- language used on South-east Asian 
ism. someof the websites Are extremist websites is Bahasa Indonesia, 

manned by radical groups. Monitbfhg there is a time lag in the transmission of 
these websites can reveal pattank of ideas. 
group development, group tradecraft and Third, these extremist websites are 
extremist propaganda. generally inaccessible. One would usually 

interestingly, the groups use the Web - need to know of their existence before 
one is able to find them. The forums are to highlight realAworld activities, like usually password-protected; one wouldseminars and the launch of have to register and follow several instruc- and The South-east Asian groups tions before ,being given full access, ahave learnt from their Arab brothers to process that could rake a few days.make their websites subtle, so as t o  . Also, the forums or websites are some-lessen the possibility of attracting govern- tats down, official scrutiny, 

ment attention. as evidenced by the number of password- 
The extremists entice their andienee protected sites, makes them potentially

by using seemiflgl~ mbderate gcholafs ' dner&le to being disrupted or contami- 
espousing innocent religious doctrhes. d&ed. 
The true intCnt of these sites becdfnr?s we should not, however, miss an 
apparent hen the sites My such t p g s  - efi&girig threat - the use of YouTube 
as: -'Muslims are being attacked. Thus, &d swial networking platforms. 
Muslinis have to fight back." Vivid &d *he ability to watch T~ programmes
graphic videos from Iraq and Afghanist& ,the Web and contact long-lost friends 
help reinforce their violent objectives. . throdgh Facebook and related platforms 

The effect of these extremist website$' - haS enabled extremists to overcome some 
has been further aggravated by the devel- ;their limitations. While links to video 
opment of f0nm-i~.Usually passward- and audio downloads on extremist web- 
protected a d  containing reminders t o  - sites are sometimes inaccessible and diffi-
maintain vigilance, thege f ~ m m s  anow .cult to download, the videos on YouTube 
only those who hare the same ided%Y are ~ s u a l l y  easy to  access. There are 
t o  participate. rnariy extremist videos on YouTube, from 

Thus, their "free" .discussions ati? videos showing mujahideen attacks on 
restricted to a narrow interpkk-t!ti~il 19<.:-Westerfi targets to broadcasts of speech- 
the world, creating gn echb chambet ds advocating violence and hatred. 
effect for impressionable minds. Tbe , '  Prieridster allows a neater and more 
forums are interactive, producing a virtu- GtWtured network than forums. Friend- 
a1 urnrnah (Muslim community) wl&re Ster accounts are built on general 'con- 
paiticipants can confide in one another. . tacts rather thafl a self-selecting group as 

The echo chamber effect appeqs Pd . fn fo rms .  Hence, a wider iange of people 
drive the process of radicalisation, G& gather on Friendster, opening a wider 
proceedihg from news~sharing ta +&e: ' far potential recruitment. 
aggressive activities. In the hst.m e  yea$# Extremists on Friendster appear to be 
south-east Asian f b m s  have f'e@&ly bold& than in forums; They reveal them- 
exchanged tradecraft materials, fropi.- ,selves hplding air rifles and in settings 
mafiuals ohhacking to tipS.0-boinb-me- -@at appear to be training camps. his 
in$. An &most predictable hattdri h& Bay tie an attempt to make the life of a 
emerged: First passive Internet h e ,  jh&appear glamorous and thus attract 
active Internet activity and, f U y ,  iin rhore foflowers. 
intentian to become active mujadeen.  - hch materials are available in many 
The Intemet may not have created the languages and locations. While there is a 
conditions for extremism, but 2 bas a m l a  wed to  continue monitoring and counter- 
erated its spread. hg extremist websites and forums, 

Notwithstanding their effect, emer&lg technologies like YouTube and 
however, thereare limits to the impact of social network platforms shod& not be 
these websites, particul&ly in South-east 
Asia. The miter is a research analyst at the $. 

First, extremist websites may not pose Rajaratnam School sf InternationalStudies, 
a direct threat to se~urity. It takes more- Nahyang T&hnological University. ' 


