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~-make their websites subtle, so ds to .

- espousing innocent religious doctrifie
- The true intent of these sites becotnes -

. to participate.-

* ‘restricted to a natrow interpretatiot 6f
" the world, .creating .an eché ¢hatmbe
effect for 1mpress1onab1e mind
- forums are. mteractlve producmg

active Intéfnet -activity ‘and, finally; asn- :
~intention to-becomie active mu)ahldeen < ‘Such materials are. avallable in any
‘The Internet mdy not have’created the languages and locations. While there is a

EXTREMISTS' NEW WEB OUTLETS

Beware YouTube

B

By Nur AzLIN MouAMED YASIN - . than just reading tradecraft manuals to
'FOR THE STRAITS TIMES . . .. launch an actual terrorist attack.

' ' B L « 7 ' Seéond, South-east Asian websites do
ECENT developineiits on— - riot produce their own original material.
South-east Asian websites The main radical activities still take place
have caused qtute 4 - sHr _on‘Arablc websites. Because the main
,among tesearchers of extrem-' lanigunage used on South-east Asian
w ism. Some of the websites dfé. . extremist websites is Bahasa Indonesia,
manned by radical groups. Monitt fing vv}";there is a time lag in the transmission of
these websites can reveal patterns: of rachcal ideas. -
group development group tradecraft and . ~Third, these extremist webs1tes are
extremist propaganda. - generally inaccessible. One would usually

Interestingly, the groups use the’ Web -need to know -of their existence before

to highlight real-world activitles, like'. one 1? a'b,l.‘_’ to find them. Thf% forums are
seminars and. the ldunch of maéa21nes-- usually password-protected; one would

and books. The South-éast Asian groups hiave'to register and follow several instruc-

't}ons before .being given full access, a
have learnt from their Arab brothers to - procéss that could take a few days.

- Also, the forums or websites are some-
lessen the pos31b1]1ty of attracting govern . times down, Increasing official scrutiny,
ment atterition.

The extremists entice their. ai chenee. as evidenced by the number of password-

totécted sites, makes them potentially

by ‘using seemingly rioderate - scho vulnerable to bemg disrupted or contaml-
g 'nated

; We ‘$hould not, however, miss an

apparent when the sites say such thmgs emergmg threat - the use of YouTube

“Muslims, are being attacked. Thiss, - iind social networking pl
( 1. platforms.
MUSIHHS have to fight back.” Vivid and - The ability to watch TV programmes

grapliic videos from Iraq and Afghanistan - ont the Web and contact long-lost friends
help réinforce their violent ob]ectwes.

 The ‘effect of these extremist websites" has enabled éxtremists to evercome some
has been further aggravated by thé devel of theit limitations. While links to video
opment of forums. Usually password-." and audio downloads on extremist web-
protected and containing reminders t6 - sifés are sometimes inaccessible and diffi-
maintain ‘vigilance, these forums ‘allow " cult to download, the videos on YouTube
only those who share the samie 1de610g Aisually. easy to dccess. There are
4ty extremist videos on YouTube, from
deos showing mujahideén attacks on
esterii targets to broadecasts of speech-
advocatmg 'violence and hatred. _

" Friefidster allows a eater and- ‘more
gtured: network than forurns: Friend-.
stet “accounts. ate built on general ‘con-
‘tacts rather than a self-selectmg group as.
irt forums. Hence, a widertange of people
gather on Friendster, opening ‘a wider
pdel for potential recruitment.

. Thus; their “free” dlSCHSSlOl‘l

The ‘éctio chamber effect appe’
dr1ve the pmcess of radmahs'

.aggreSsrve act1v1t1es In the last ‘b yea;g;. Extrernists on Friendster appear to be

¢r than in forums: They Teveal them-
selves holding air rifles and in settings
at gppear to be training camps. This
2y be an attempt to make the life of a
jiliadi appear glamorous and thus attract
more followers, -

exchanged tradecraft matetla _
tnafuals on hacking to tips on boi'nb-
ing.. An almost predlctable patter,ﬁ-.-‘has
emetged: First passive Internet use,. then:

conditions for extremism, but i Has ecel> tfieed to continue monitoring and counter-
erated its spread. - . mg ‘extremist websites and forums,

Notwithstanding their enabling effect, " -emeiging technologies like YouTube and

" however, there are lifnits to the impact of - social network platforms should not be
- these websrtes part1cu1arly ifr South—east ignored. :

As1a : _The writer is 'a research analyst at the S
- First, extremist websites may not pose . Rajaratnam School of International StudleS. R

- a d1rect threat to security. It takes more 'Nanyang Technological Umversity



